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A practical hands-on guide to acquire and analyze iOS devices with the latest forensic techniques and
tools

About This Book

Perform logical, physical, and file system acquisition along with jailbreaking the device●

Get acquainted with various case studies on different forensic toolkits that can be used●

A step-by-step approach with plenty of examples to get you familiarized with digital forensics in iOS●

Who This Book Is For

If you are a digital forensics examiner daily involved in the acquisition and analysis of mobile devices and
want to have a complete overview of how to perform your work on iOS devices, this book is definitely for
you.

What You Will Learn

Identify an iOS device among various models (iPhone, iPad, and iPod Touch) and verify the iOS version●

installed
Crack or bypass the passcode protection chosen by the user●

Acquire detailed physical or logical info of an iOS device●

Retrieve extra information from side channel data leaks●

Recover information from a local backup and eventually crack the backup password●

Download backup information stored on iCloud●

Analyze the system, user, and third-party information from a device, backup, or iCloud●

Examine malicious apps to identify the stolen data and credentials●

In Detail

Mobile device forensics relates to the recovery of data from a mobile device. It has an impact on many
different situations including criminal investigations and intelligence gathering. iOS devices, with their wide
range of functionality and usability, have become one of the mobile market leaders. Millions of people often
depend on iOS devices for storing sensitive information, leading to a rise in cybercrime. This has increased
the need to successfully retrieve this information from these devices if stolen or lost.

Learning iOS Forensics will give you an insight into the forensics activities you can perform on iOS devices.
You will begin with simple concepts such as identifying the specific iOS device and the operating system
version and then move on to complex topics such as analyzing the different recognized techniques to acquire
the content of the device. Throughout the journey, you will gain knowledge of the best way to extract most
of the information by eventually bypassing the protection passcode. After that, you, the examiner, will be
taken through steps to analyze the data. The book will give you an overview of how to analyze malicious



applications created to steal user credentials and data.
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From reader reviews:

Barbara Clarke:

What do you think of book? It is just for students as they are still students or that for all people in the world,
exactly what the best subject for that? Simply you can be answered for that issue above. Every person has
various personality and hobby per other. Don't to be pushed someone or something that they don't would like
do that. You must know how great as well as important the book Learning iOS Forensics. All type of book
can you see on many solutions. You can look for the internet sources or other social media.

Sheila Lefevre:

The book Learning iOS Forensics has a lot associated with on it. So when you make sure to read this book
you can get a lot of profit. The book was written by the very famous author. The writer makes some research
ahead of write this book. This kind of book very easy to read you can obtain the point easily after reading
this article book.

Ellen Omalley:

Reading can called mind hangout, why? Because if you find yourself reading a book mainly book entitled
Learning iOS Forensics your mind will drift away trough every dimension, wandering in every aspect that
maybe mysterious for but surely can be your mind friends. Imaging just about every word written in a
publication then become one type conclusion and explanation that will maybe you never get prior to. The
Learning iOS Forensics giving you one more experience more than blown away your mind but also giving
you useful data for your better life on this era. So now let us show you the relaxing pattern the following is
your body and mind will likely be pleased when you are finished studying it, like winning a sport. Do you
want to try this extraordinary wasting spare time activity?

Marline Deluca:

Reading a book being new life style in this calendar year; every people loves to go through a book. When
you study a book you can get a wide range of benefit. When you read textbooks, you can improve your
knowledge, because book has a lot of information on it. The information that you will get depend on what
kinds of book that you have read. If you want to get information about your review, you can read education
books, but if you act like you want to entertain yourself look for a fiction books, such us novel, comics,
along with soon. The Learning iOS Forensics offer you a new experience in studying a book.
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